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ABSTRACT in LSFs with a very short period, the same way OLSR
In this paper, we expose the need for an alternate mechadiffusion of link-state information (through TC messages)
nism replacing usual database exchange and reliable synis conducted. The idea being that since the topology of
chronization in OSPF for mobile ad hoc environments. A the network is thought to be changing frequently, LSAs
mechanism for link-state database exchanges in wireless adare transmitted periodically and frequently to reflect ¢hes
hoc networks is proposed, aiming at ‘completing the adap-changes. Concequently, loss of a single LSA is relatively
tation of OSPF for ad hoc networks started in [1]. This unimportant since the information contained within the
adapted mechanism is specified with the following applica- message will be repeated shortly. This approach may not
tions in mind: (i) Reliable diffusion of link-state informa  work well if LSA periods are not roughly homogeneous
tion replacing OSPF acknowledgements with a mechanismand short: in a mixed wired/wireless network, the LSAs
suitable for mobile wireless networks; (ii) Reduced ovexhe  generated by usual wired nodes will have long periods (up to
for performing OSPF style database exchanges in a mobilelhr) while LSAs generated by wireless nodes will typically
wireless network; (iii) Reduced initialization time wheawn have a period of (often much) less than a minute. In this
nodes are emerging in the network; (iv) Reduced overheactase, of course, the short period argument fails, at least fo
and reduced convergence time when several wireless OSPEe LSAs with a long period, and there is a definite need for
ad hoc network clouds merg&EY WORDS: mobile, ad a mechanism to device mechanisms for conducting the usual
hoc, network, OSPF, database, synchronizatian OSPF database exchange and reliable synchronization in a
wireless ad-hoc network.

This paper proposes a technique for conducting effi-

cient database synchronization that is adapted to linle stat

C{outing on ad hoc networks in general, and to wireless OSPF
interfaces as defined in [1] in particular.

1 Introduction

The possible use of OSPF as a routing protocol in wireless a
hoc networks has lately been the subject of several differen
efforts. OLSR [4], a link-state protocol developed by the

IETF specifically for routing in wireless ad-hoc networlks, i

in its essential functioning very close to that of OSPF, yet
is wihout several key features of OSPF — notably a close
integration between wired and wireless ad-hoc routing.

The following section 2 will state the problem with

usual OSPF database exchange and reliable synchronization

in a mobile ad-hoc environment. Section 3 proposes a
solution: the database signature exchange mechanism, and
describes its details in the context of [1]. Section 4 presan

= performance evaluation of this technique, section 5 dsesis

There is indeed a need for a generic wired/wireless IP! - X :
its applicability, and section 6 concludes this paper.

routing solution. Due to its widespread use on wired
networks, as well as its likeness to OLSR, OSPF seems like
a designated candidate. However, OSPF in its basic form
is not at all taylored for mobile wireless environments and

features several problems when run in these [6] [7]. 2 OSPF Mechanisms and Issues on Ad Hoc

Networks
A solution for making OSPF operate efficiently on ad

hoc networks is proposed in [1], where a new type of

OSPF interface is specifically defined for manet interfaces.A link state routing protocol’s essential function is to mai
However [1] proposes a partial adaptation of OSPF for tain, in each node forming the network, a consistent view
wireless ad-hoc networks: adjacencies are not formed orof the global topology (the so-called link state datababe).
wireless ad-hoc network interfaces, which implies that the OSPF [2], this consistency is achieved through two indepen-
usual OSPF database exchange and reliable synchronizatiathent mechanisms: (i) reliable transport of LSA messages and
mechanisms are not in action on these interfaces. Ratherii) database exchange, in which a router synchronizes its
[1] features simple periodic updating and sending of LSAs link-state database with one other router in the network.



2.1 Reliable Transmission the broadcast nature of the network interfaces implies that
the bandwidth in a region is shared among the nodes in that
OSPF's reliable transport of LSA messages employs positiveregion. In terms of database exchange, this implies that
acknowledgments (ACK) on delivery, with retransmissions this database exchange operation may be more frequently
if the acknowledgment is missing. le. an ACK is a employed, with much less time to complete before the
retransmission repressing message. In relatively statitp  topology changes again. This, over a transmission media
to-point-like network topologies (such as is typically the with typically a lot less available bandwidth per node pair
case with fixed wired networks), ACKs and retransmissions engaged in the database exchange.
occur over a single link in the network. More importantly,
an ACK transmitted by the recipient of an LSA message will
be received by a node which is directly able to interpret the
ACK message. l.e., the recipient of an ACK will be the node
which sent the LSA to which the ACK corresponds.

3 Database Signature Exchange

This section proposes a mechanism providing database
exchange and reliable synchronization for wireless OSPF
However. in the context of OSPF over mobile wireless |r_1terfaces as def|ned_|n [1]. The basic principle of database
ad hoc interfaces the conditions are different: nodes are&gnature exchangg 's to employ an exchange of compact
assumed to be mobile, with network topology ch'anging rela- ’S|gnatures“ (hashmg of the link state databa_se) between

' neighbor nodes, in order to detect differences in the nodes’

tively rapidly as a consequenge,_and interfaces are br_ea(_jca“nk state databases. When a discrepancy is detected, the
by nature. Hence any transmission (ACK or retransmission), . . . . . .

. . : ) bits of information required to synchronize the link state
will, at best, interfere with all the neighbors of the node . : o
originating the transmission. Therefore. an ACK. which can databases of the involved nodes are then identified and

'ginating ISsion. ' » W exchanged. The purpose of the exchange is to provide the

Eg AC ct)cr,recrt]l')ér:nttr?ép;\%tﬁdcgrrlgsbgntgse nﬂ?it'\ﬁ/rgghresceemetge nodes with a consistent view of the network topology — the
whi P » WIE St v task is doing so in an efficient way.

by (and interfere with) all the nodes in the neighborhood.

If, due to node mobility or fading radio links, a node does The mechanism described in this document is Ssome-

not receive an expected ACK, unnecessary retransmissions L _ i
will occur, consuming precious bandwidth. Or, in other what inspired by the one employed by IS-IS [3]. In IS-IS,

words.employing reliable topology information diffusion packets which list the most recent sequence number of one
through ACK’s imposes the assumption that the network or more LSAs (so called Sequence Numbers packets) are

> . ) sed to ensure that neighboring nodes agree on what is the
conditions are such that an ACK that is sent can be recewedu 9 9 9

: . . most recent link state information from each other node, l.e
by the intended node. This assumption does not hold for - .
, ; rather than transmitting complete LSA headers (as in OSPF),
OSPF on wireless interfaces.

ISIS employs a more compact representation for database
description messages. Additionally, Sequence Numbers
2.2 Database Exchange packets accomplish a function similar to conventional
acknowledgment packets. Sequence Numbers packets also
OSPF database exchanges are intended to synchronize tlalow synchronization of the database between adjacent
link-state database between routers in the network. In QSPFRouters either periodically, or when a link first comes up,
database description packets are exchanged between twmuch like the database exchange mechanism of OSPF.
nodes through one node (the master) polling an other node
(the slave), which responds. Both polls and responses hav&he database signature exchange, proposed in this pa-
the form of database description packets containing a seper, differs from the mechanism employed in 1S-IS with the
of complete LSA headers, describing (a partial set of) theuse of age. The signature messages proposed can make use
respective link-state databases of each of the two nodesof boundaries on the age of the LSAs which make the basis
These database description packets are used by the nodesfor signature computation. For example, it may be consid-
compare their link-state databases. If any of the two nodesered a waste of resources to check for databases consistency
involved in the exchange detects it has out-of-date or missi  for LSAs issued from withing wireless environments: LSAs
information, it issues link-state request packets to regjue from wireless nodes are transmitted frequently and periodi
the pieces of information from the other node, which would cally, thus information describing these nodes is fregyent
update its link-state database. updated and thereby of an age smaller than a threshold,
roughly close to the LSF period. With this perspective, if
In the context of OSPF over mobile ad hoc radio inter- one wants to limit the scope of the database synchronization
faces, wireless broadcast interfaces are assumed, assveell a exchanges to the LSAs which are less frequently updated
high degree of network topology dynamics. This implies that (i.e. LSAs issued from a wired environment), it suffices to
inconsistencies between the link-state databases ofetiffe set the LSA age floor limit above the LSF period and the
nodes in the network can be assumed to be occurring moré.SA age ceiling to MaxAge in the signature messages.
frequently, and that the changes in the topology happen at
a much quicker pace than on wired networks. Moreover,The following subsections detail the operation of the



database signature exchange, outlined above. The databas@d'PS = 37 . ¢ ime (Hash(LSA — identifier)),
signature exchange protocol allows nodes to detect dis-

crepancies between their respective link-state databaseswith >° .. . .. .. denoting the sum over prefixes
Correcting such discrepancies once detected, is detailednatching the advertising router of the LSA and where the
in section 3.5. Section 3.1 gives an abstract definition of age falls within the age interval of the advertisement. The
the link-state dabase signatures employed. Section 3.2.SA identifier is the string, obtained through concatermtin
details how signature exchange is conducted. Section 3.3he following fields from the LSA header: LS type, LS ID,
and section 3.4, respectively, outline how signatures areAdvertising router, LSA sequence number.

generated and checked.

3.1 Mathematical Definition of Link State 3.2 Signature Exchange

Database Signatures
Signatures are exchanged between nodes in two forms: in-

We define a signature message as a tuple of the followingformational signatures, which are broadcast periodidally

form: all neighbor nodes (similarily to Hello packets) and datzba
exchange signatures, which are employed when a node re-
Signature Message = (Age Interval, Key, quests a database exchange with one of its neighbors.

Prefix Signature),

A signature features a set of prefix signatures, each
one of them being of the form: 3.2.1 Informational Signature Exchange

Prefiz Signature = (Prefix, Sign(Pre fiz)). Each node periodically broadcasts informational (infg) si

natures, as well as receives signatures from its neighbor

Each Sié’”(Prﬁﬂf”_) resfulths Ifrcllm hasdhlngb functlon;_ nodes. This exchange allows nodes to detect any discrep-
computed on the piece of the fink state database matching,,qies petween their respective link-state databases: Sec

with the specified prefix, and represents this part of thetion 3.3 details how info signatures are generated; sec-

database in the signature message. More specifically, €acf,, 3 4 getails how signatures are employed to detect link-
Sign(Prefiz) has the following structure: state database discrepancies

Sign(Prefiz) = (Primary Partial Signature,
Secondary Partial Signature,
Timed Partial Signature, 3.2.2 Database Signature Exchange
#LSA, Timed #LSA).
A primary partial signature (or PPS) for a prefix is Contrary to the informative signatures, database exchange
computed as a sum over all LSAs in a nodes link-state (dbx) signatures are directed towards a single neighbgr onl
database where the prefix matches the advertising router oThe purpose of emitting a dbx signature is for a node to
the LSA: initiate an exchange of database information with a specific
neighbor node.
PPS = 3 tives (Hash(LSA — identifier)),

When a node detects a discrepancy between its own
with >° ... denoting the sum over prefixes match- link-state database and the link-state database of one (or
ing the advertising router of the LSA. The secondary partial more) of its neighbors, a database exchange is desired to
signature (or SPS) for a prefix is computed as a sum overeliminate that discrepancy. The node, detecting the dis-
all LSAs in a nodes link-state database, where the prefixcrepancy, generates a dbx signature, effectively requgesti

matches the advertising router of the LSA: the database exchange to take place. In OSPF terms, the
node requesting the database exchange is the "master”
SPS = 3 ctives (Hash(LSA —identifier)) - key,  of that exchange. The dbx signature is transmitted with

the destination address of one node among the discrepant
with >° ..., denoting the sum over prefixes match- neighbors. In OSPF terms, that neighbor node would be the
ing the advertising router of the LSA. The timed partial "slave” in the database exchange. The node builds a dbx
signature (or TPS) for a prefix and an age interval is com-message signature, based on the information acquired from
puted over LSAs in a nodes link-state database where: (i) thehe info signature exchange. Section 3.3 details how dbx
prefix matches the advertising router of the LSA, (ii) the age signatures are generated. Section 3.4 details how siggsatur
falls within the age interval of the advertisement, and hast are checked by a node, in order to detect link-state database
following expression: discrepancies. Section 3.5 details how the actual database

exchange is performed.



3.3 Signature message generation database and that of one of its neighbors, it sends a database
exchange signature message (also called dbx signature) to
This section details how signature messages are generategtigger the exchange of descrepant LSAs with one of these
As previously mentioned, there are two types of signa- neighbors. Care must be taken when selecting with which
ture messages: (i) informative signature messages, gnd (iineighbor(s) a database exchange is conducted — the ideal
database exchange signature messages. Their actual packstto pick a node which has the “most complete” link-state

format is described in appendix A. database and which at the same time is going to remain a
neighbor for a sufficient period of time. For [1], database
3.3.1 Info Signatures exchanges are to be conducted in preference with nodes

selected as MPR. The node with which a database exchange
An informative signature message (also called info signa-is to be conducted is designated in the destination field of

ture) can be sent to periodically allow neighbor nodes to the signature message.

check their link state databases agains the link state as¢ab ] ) )

of the sender of the informative signature. Thus, an inferma 1€ Set of prefix signatures in a database exchange
tive signature describes the complete link state databise gS'gnature message can be generated with the following

the node that sends it. Abcense of information in a signature!g0rithm, where the length L of the dbx signature (the num-
indicates abcense of information in the sending nodes linkPer of prefix signatures in the message) can be chosen at will.

state database — or, in other words, if no information isrmgive ) o
within an informational signature about a specific prefix, Start with the same set of prefix signatures as one of

it is implicitly to be understood that the sending node has the received info signature where the descrepencies were
received no LSAs corresponding to that prefix. noticed. Then remove from that set all the prefix signatures

such that signature(prefix) is not descrepant (with the LSA
The set of prefix signatures in an informative signature database). Use the same age interval and key used in the
message can be generated with the following splitting recew_ed |r_1fo 5|gr_1ature. The_n use the recursive algorithm
algorithm, where the length L of the info signature (the num- described in section 3.3.1, skipping step 3. Indeed, contra

ber of prefix signatures in the message) can be chosen at willl® info signature messages, the prefixes with zero weight
are not removed here, since the signature is not complete,

We define the weight of a given prefix as the func- i.e. the signature might not describe the whole database.
tion: Therefore a prefix with empty weight may be an indication
of missing LSAs.
Weight(prefiz) = number of LSAs whose
originator matches the prefiz.

3.4 Checking Signatures

And similarily, the timed weight as the function:
Upon receiving a signature message from a neighbor, a node

Timed Weight(prefiz) = number of LSAswhose  can check its local LSA database and determine if it differs
originator matches the with the neighbor’s database. For this purpose, it computes
pre fiz and whose age its own prefix signatures locally using the same prefixesg tim
f‘ltlls mlSide the age interval and key specified in the received signature message
mierval.

A prefix signature differs with the local prefix signature wahe
Then, starting with the set of prefix signatures equal to any of the following conditions occurs: either (i) both the
(0, signature(0)), recursively do the following. As long as: number of LSAs and the timed number of LSAs differ; or

|set of prefiz signatures| < L (i) both the timed partial signatures and the (primary ijpurt

signature, secondary partial signature) tuples diffee tite
1. Findin the set of prefiX Signatures the prefiX with |argeSt of a Secondary Signature based on a random key is a way to
timed weight, let it be callechpre fix. cope with the unfrequent, but still possible, situationewh

the primary signatures agree although the databases diiffer
this case, it can be assumed that using a random key renders
the probability that both primary and secondary signatures
agree while databases are different, to be very small.

2. Replace the singlémprefiz, signature(mprefix))
by the pair(mpre fiz0, signature(mpre fiz0)),
(mprefizl, signature(mprefizl)).

3. If one of the expanded prefix ohprefiz has weight

equal to 0, then remove the corresponding tuple. 3.5 Database Exchange

3.3.2 Dbx Signatures When a node receives a dbx signature with its own ID in
the destination field, the node has been identified as the

When a node, through receipt of informative signatures, slave for a database exchange. The task is, then, to ensure

realizes there are desprepencies between its own link statéhat information is exchanged to remove the discrepancies



between the link-state databases of the master and the slave

Thus, the slave must identify which LSA messages it
must retransmit, in order to bring the information in the mas
ter up-to-date. The slave must then proceed to rebroadcast
those LSA messages. More precisely, the slave rebroadcasts
the LSA messages which match the following criteria: (i)
the age belongs to the age interval indicated in the dbx
signature, and (ii) the prefix corresponds to a signed prefix
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in the dbx signature, where the signature generated by thé-igure 1. A signature retrieval cost (bottom) compared with
master differs from the signature as calculated within the full database retrieval cost (top) with a single record mis-

slave for the same segment of the link-state database.

When a node is triggered to perform a database ex-
change it generates a new LSF with TTL equal to 1 (one hop
only) and fills it with the update LSAs. These LSAs must
indicate the age featured at the moment in the database, from
which they are taken.

Optionally, the host can use a new type of LSF (de-
noted an LSF-D) which, contrary to the one hop LSF
described above, is retransmitted as a normal LSF making
use of MPRs. An LSF-D is transmitted with TTL equal
to infinity. Upon receiving of such a packet, successive
nodes remove from the LSF-D the LSAs already present
in their database before retransmitting the LSF-D. If the
LSF-D is empty after such a processing, a node will simply
not retransmit the LSF-D. The use of LSF-D packets is
more efficient for fast wide-area database updates in case of
merging of two independent wireless networks.

4 Performance Evaluation of the Database
Signature Exchange Mechanism

This section evaluates the performance of the Database
Signature Exchange mechanism compared to OSPF's full
database exchange. Figure 1 shows the retrieval cost inplie
by each method, in the case of a single record mismatch: the
less the databases are different, the more Database Sigmatu
perform better compared to OSPF's full database exchange.
While OSPF's DB Exchange cost grows linearly with the size

of the database, the cost of the Signature Exchange remains

very low and therefore achieves a significant improvement.

5 Applicability of the Database Signhature Ex-
change Mechanism

This section outlines further applicability scenarios foe
specified mechanism.

e Emerging Node - When a new node emerges in an
existing network, the initialization time for that node
is the time until it has acquired link-state information,
allowing it to participate fully in the network. Ordi-
narily, this time is determined solely by the frequency
of control traffic transmissions. In order to reduce the

match, plotted as a function of the database size.

initialization time, the database exchange mechanisms
can be employed as soon as the node has established
a relationship with one neighbor node already initial-
ized. This emerging node will select a neighbor as slave
and transmit a dbx signature of the form (J[age min,
age max],(*,signature(*)), "*” implying an empty pre-
fix. The slave will respond by, effectively, offering its
entire link-state database to the master. In particular in
situations where the some LSAs are not transmitted fre-
qguently (outside LSAs would be an example of such),
this mechanism may drastically reduce the initialization
time of new nodes in the network.

e Merging Wireless Clouds -Two disjoint sets of nodes,

employing [1] as their routing protocol, may at some
point merge or join —i.e. that a direct (radio) link is es-
tablished. Prior to the merger, the respective clouds are
"stable”, periodically transmitting consistent info sig-
natures within their respective networks. At the point
of merger, at least two nodes, one from each network,
will be able to establish a direct link and exchange con-
trol traffic. The combined network is now in an unsta-
ble state, with great discrepancies between the link-state
databases of the nodes in the formerly two networks.
Employing signature and database exchanges through
the LSF-D mechanism, the convergence time until a
new stable state is achieved can be kept at a minimum.

Reliable Flooding - If a node wants a specific LSA

to be reliably transmitted to its neighbor, the db sig-
nature mechanism can be employed outside of general
periodic signature consistency check. The node trans-
mitting the LSA message broadcasts an info signature,
containing the full LSA-originator ID as signed prefix
and a very narrow age interval, centered on the age of
the LSA which is to be reliably transmitted. A neighbor
which does not have the LSA in its database will there-
fore automatically trigger a database exchange concern-
ing this LSA and send a dbx signature containing the
LSA-originator ID signed with an empty signature. The
receiving of such a dbx signature will trigger the first
node to retransmit the LSA right away with a new LSF
to ensure that the LSA does get through.
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The number of LSAs in the emitting nodes link-state datajp@sg¢ching by the
prefix identifier and prefix legth.

Primary partial signature
The arithmetic sum of the hashing of each string made of theatenation of
sequence humber and LSA-originator ID fields of the tupl&Atoriginator ID,

A Packet Formats

Info and dbx signatures share the same packet format, eletfaithis section.

Al Signature Packet Format LSAsequence-number, LSA-age) from the emitting nodesdiaite database
such that the LSA-originator ID and prefix ID has same prefileafith prefix-
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VaJI-ue | e _Tfype i Timed partial signature
> db)lr}t;)a(tgbggn;zz%egan e) The arithmetic sum of the hashing of each string made of theatena-
9 tion of sequence number and LSA-originator ID fields of thples (LSA-
Reserved originator-ID,LSA sequence-number, LSA-age) from theténg nodes link-
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Secondary signature key e Prefix ID and LSA-originator ID has same prefix of length preéirgth
The key of the secondary signature is a random number of 32 bised for o LSA-age is between AgeMin and AgeMax.

computing the secondary partial signature as describeetiios 3.1.



